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Abstract

The scale of the human exposome, which covers all environmental exposures encountered from conception to death, presents major
challenges in managing, sharing, and integrating a myriad of relevant data types and available data sets for the benefit of exposomics
research and public health. By addressing these challenges, the exposomics research community will be able to greatly expand on its
ability to aggregate study data for new discoveries, construct and update novel exposomics data sets for building artificial intelli-
gence and machine learning-based models, rapidly survey emerging issues, and advance the application of data-driven science.
The diversity of the field, which spans multiple subfields of science disciplines and different environmental contexts, necessitates
adopting data federation approaches to bridge between numerous geographically and administratively separated data resources
that have varying usage, privacy, access, analysis, and discoverability capabilities and constraints. This paper presents use cases,
challenges, opportunities, and recommendations for the exposomics community to establish and mature a federated exposomics
data ecosystem.
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be broadly classified as dealing with ‘what to measure’, ‘how to
measure’, ‘share and harmonize’, ‘integrate, analyze, and inter-
pret’ and ‘translate and impact.” Several concepts were consid-
ered as especially important by participants for near-term focus,
including the goal of developing a data ecosystem in which
harmonized data can be found, accessed, and shared through
sustained and interoperable data repositories. This sentiment is
aligned with recent articles®* which have identified a need for in-

Introduction and vision

The human exposome is the totality of exposures a person
receives over their life course and the impact those exposures
have on the individual’s health. In the Summer and Fall of 2022,
the National Institute of Environmental Health Sciences (NIEHS)
conducted a series of workshops, called the Catalytic Workshop
Series,! to understand the current state of exposomics research

and to guide future research and investments in enabling capa-
bilities. NIEHS issued ambitious goals for this workshop as “we
will explore what it means to conduct exposomics experiments,
develop new tools, techniques, and technologies, share data for
maximizing in silico experimentation, and cultivate the research
continuum from fundamental to population health. All this work
will contribute to developing a framework for demonstrating the
value of the exposome in environmental health.”

During the workshop series, five major areas were identified
as necessary to operationalize exposomics. These five areas can

tegrated solutions for combining internal and external exposo-
mics research, as well as highlighting an urgent need for an
information exchange clearinghouse to facilitate sharing of tools
and data.

This paper is an outcome of the workshop series discussions
with the aim of developing a framework that enhances data ex-
change for exposomics research. The envisioned data ecosystem
framework would facilitate access to and integration of a vast
amount of diverse longitudinal data including general external
influences (pollution; weather and social context); external
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individual-specific factors (diet, infections, self-selected chemical
intake); internal individual-specific constituents (metabolic
byproducts, microbiome derivatives, inflammatory mediators,
stress hormones, etc.) that contribute to the onset and progres-
sion of disease; and measures of personal (behaviors, screening,
treatment, outcomes); and population health (disease rates,
years of person life lost, longevity) and health care (access, costs,
quality). The data ecosystem would enable priority concepts
brought forward in the workshops, including focuses on under-
standing the exposome at a community level, advancing
exposome-wide association studies (ExWAS) and functional
exposomics, and advancing the research and application of nu-
tritional pharmacology and precision nutrition to modify the
effects of exposures. More generally, the data ecosystem would
facilitate a broad range of exposome research by ensuring that
the data sets needed by researchers meet the FAIR principles,
which states that the data should be Findable, Accessible,
Interoperable, and Reusable.”

We consider that such a data ecosystem should be developed
with an international scope enabling sharing of data, tools and
workflow pipelines across multi-disciplinary sciences, diversity
of analytes, and linking studies conducted across continents and
merging data from existing and future longitudinal studies. The
data ecosystem would entail a federation of data resources that
already exist worldwide and across subfields but requires an
adoption of common protocols for data access and sharing, adop-
tion of semantic standards to guide the collection, storage, analy-
sis, and leveraging of data and data resources, such as
programming languages, packages, algorithms, and cloud-
computing services needed to create and maintain it. The effort
can be hastened through development of a consensus, interna-
tional data governance strategy that adapts guidelines for pro-
posing, adapting, implementing, and evaluating processes
(feasibility) and outcomes (high quality, rigorous, and reproduc-
ible data). Guidelines are needed for an array of tasks, including
adoption of common terminologies and ontologies; identification
of data sources; steps for data collection, linkages, transfer, stor-
age, and security; risk management; and addressing confidential-
ity of protected health information including privacy risks
related to geo-spatial data. Much like the Human Genome
Project, it will require the establishment of a consortium of trans-
disciplinary researchers, data stewards and data scientists, and
technologists from across the world as well as the support, lead-
ership, and cooperation of funding agencies.

We believe that such an ecosystem will not be bound to a sin-
gle site or even a single continent. The system would be a federa-
tion of federations that can interlink data across multiple sites.
Such a loosely coupled structure would help in maintaining au-
tonomy but still be guided by FAIR principles to share across re-
positories. The need for interoperability across such loose
coupling will require a strong set of standardizations which we
believe is possible given the early stage of the exposomics field.
Institutions such as the HHEAR Data Center® and the Exposome
Explorer’ are promoting such common standards for data depo-
sitions. Where standardization is not feasible, developing cross-
walks would be possible and helpful as we tackle integrating
data across multiple disciplines.

Such an effort is tractable and timely. The existing research
data ecosystem is used daily by researchers in environmental
health to find, access, and work with a diversity of data. Directed
efforts are already improving the ecosystem by providing needed
funding to sustain data repositories and knowledge bases, to de-
velop standards and related tools, to create libraries of common

data elements, and to create common data sharing protocols and
technologies. Efforts, such as the European Human Exposome
Network (EHEN), the Global Alliance for Genomics and Health
(GA4GH), and the NIH Cloud Platform Interoperability (NCPI)
project are already developing and providing federation capabili-
ties. The exposome community has the opportunity to work with
and build upon these efforts to ensure the emergence of a data
ecosystem that serves its use cases and needs.

Workshop participants recommended the creation of an
Exposome Community of Practice (CoP) to promote and foster re-
search and impact along multiple avenues, such as supporting
workforce development and advancing new data science and sta-
tistical methodologies. This paper presents several recommenda-
tions, including the utilization of the CoP alongside other
community, coordination, and technical activities that aim to
evolve the current data ecosystem to the envisioned ecosystem.
To inform these recommendations, the paper first presents a
high-level overview of the use cases the ecosystem may serve,
data collections to consider as foundational, an overview of data
federation and its challenges, current opportunities to build
upon, and then proceeds with a listing of recommendations.

Driving use cases

The ecosystem should enable use cases that fall
within broad categories, including

Pooled analysis

Pooling study data can increase statistical power, as shown in re-
cent multi-cohort analysis to estimate cancer risks due to occu-
pational hexavalent chromium and nickel exposure® air
pollution exposure,” heat exposure,'® occupational polycyclic ar-
omatic hydrocarbons exposure,'* and leisure-time activity.*?
Adoption of standards within the ecosystem will lower barriers
for aggregating data and analyzing interactions between multiple
environmental factors and covariates and enable future exposo-
mics researchers.™

Replicability

Under the RECOVER program, Zhang et al.* conducted ExWAS of
post-acute sequelae of SARS-CoV-2 infection in INSIGHT (a large
New York City clinical research network (CRN)) and replicated
findings in OneFlorida+ (a large Florida CRN). They identified air
toxicants, particulate matter compositions, neighborhood depri-
vation, and built environment factors associated with an in-
creased risk of PASC conditions related to nervous, blood,
circulatory, endocrine, and other organ systems. Adoption of the
FAIR data practices throughout the data ecosystem will foster
greater reproducibility and replicability of results and, thus, sup-
port translation of the exposomics research into health practices.

Discoverability

Current tools and approaches can excel for such common tasks
as finding relevant papers (e.g., Pubmed, web search engines) or
discovering new linkages between the existing knowledge (e.g.,
large language models). These tools, however, are often unsatis-
factory for finding resources based on less common but insight-
ful scientific parameters, such as identifying study data by the
temporal range and resolution of geospatial exposure estimates
used in the study or finding data sets that have similar EWAS sig-
natures to a signature of interest. Adoption of common search
methods and standards across the exposomics community could
address these gaps and facilitate adoption of new search
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approaches (e.g., based on embedding models) for benefits of
the field.

Intelligence

Hanson et al.” recently published statistics from 10 cohorts
showing that the long COVID symptoms are present in 3.69% of
infections with fatigue, respiratory, and cognitive symptoms oc-
curring in 51.0%, 60.4%, and 35.4% of cases. Well-defined analy-
sis, such as identifying emerging health concerns, can be
executed as periodic and automated cross-repository queries
that provide updated reports that inform health and research
policies and priorities.

1A15

Cohort discovery and recruitment

Systems such as i2b2/Shrine’® have been providing cohort dis-
covery and recruitment capabilities across data centers for years,
such as the NCATS Accrual to Clinical Trials Network of 50+
institutions.'” The use of federated cohort discovery tools could
be applied towards identifying and recruiting exposomics cohorts
and identifying replication studies.

Creation of AI/ML data sets

The Barcelona Institute for Global Health recently released an
exposomics data set containing multi-omics and multiple expo-
sures and disease phenotype data and conducted and published
the results of a data challenge that used state-of-the-art statisti-
cal methods for studying exposome-health associations.*® Such
extensive data sets are still a rarity today, but will be increasingly
important for advancing exposomics research and for the devel-
opment of new analytical methods that can deal with high-
dimensional and correlated data from internal and external
measurements. Realization of recent calls for greater adoption of
data-driven approaches in exposomics'®?? will benefit from a
federated ecosystem that allows AI/ML ready data sets to be rou-
tinely generated and updated.

Signatures/distributions

Precomputed signatures of omic-related data, such as computed
by the BD2K-LINCS?® aid in the analysis and interpretation of ge-
nomic data. Similar signatures can be generated for exposomics.
Federation technologies are capable of constructing signatures
and background distributions while limiting disclosure of private
information,?* a critical capability given that even moderate pre-
cision external exposure data poses re-identification risks.

Alignment

The ability to spatially and temporally align data will be a critical
feature of the data ecosystem that allows for identification of
sources of exposure and the biological pathways that lead to the
onset and progression of disease along the life course.

Expand the visibility and usability of existing data sources
Many data repositories contain data that have been carefully col-
lected in the course of painstaking efforts, but are not widely
known and lack modern data visualization and analytics support
to make the data easily usable. The federated ecosystem will ad-
dress these issues. For example, the USDA and CDC websites
contain large amounts of food measurement, questionnaire,
demographics, and laboratory data that have tremendous value
and can benefit the exposomics community much more through
a data federation ecosystem.

Foundational data collections

Exposomics incorporates data from many scientific domains,
each with its own set of characteristics and minimal information
standards and needs to align with the FAIR data principles.
Table 1 provides a brief description of diverse data domains that
form the basis of exposomics research. The data sources, oppor-
tunities, and challenges listed in Table 1 can inform and priori-
tize efforts to develop foundational data sets, tools, and policies
for the ecosystem.

In addition to considering the variety of exposomics data
types, a FAIR-aligned data ecosystem requires differentiation be-
tween the levels of data that are shared. The NIH Genomics Data
Sharing Policy® differentiates five-levels of data based on level of
processing and aggregation. Level O represents raw instrument
data, level 1 represents data after initial transformation from the
raw format, level 2 is data that has been cleaned and undergone
quality assessment, level 3 data has been processed to identify
key features, and level 4 data has been integrated with other re-
lated information. A similar rubric needs to be applied to exposo-
mics data. For example, ambient air pollution data obtained
directly from an air monitor are Level-0 or 1 while -omics data
are often Level-3 as these data are typically normalized and an-
notated. While data at all levels require annotation of the mea-
surement platforms and study characteristics, high levels data
also requires information on data processing in order to meet the
FAIR standards. Prioritizing the data domains and data levels for
sharing will aid the community in allocating the resources avail-
able to maintain data repositories and their capabilities.

Federation and the data ecosystem

While federated systems are not new (a NIST reference architec-
ture already exists?® and multiple guides can be found in popular
technical press), prioritizing and tailoring components and capa-
bilities for exposomics research has not been done at the com-
munity scale yet. Table 2 provides a listing of important
components and capabilities by access type and use case types
that are characteristic of a mature federated data ecosystem.

Discovery catalogs

Catalogs that provide up-to-date inventories of relevant resour-
ces are needed. Such catalogs can employ search protocols and
tools tailored for exposomics (e.g., to limit search to specific ex-
posure media), support search for uncommon data (e.g., specific
polyexposure risks), and employ the use of advanced language
models (such as the OpenAl GTP systems®’) to support custom-
ized concept-based and natural language search.

Common language

A common language, building off related standards (e.g., Fast
Healthcare Interoperability Resources (FHIR)), that covers data
structures, formats, representation, as well as data and metadata
terminology is a necessary step in creating a federated data eco-
system. Juarez et al.?® previously identified five broad domains of
exposures and subdomains that a common language should in-
corporate: 1) natural (air, water, soil, and land); 2) built (places
you live, work, play and pray); 3) social (social, demographic, eco-
nomic, and political); 4) policy (federal, state, and local), and 5)
health and health care (personal and population health; facili-
ties, finances, and providers). Common metadata elements in-
clude spatial and temporal units, source, coding for missing data,
web address, and data limitations. Other elements, such as



4 |

Exposome, 2023, Vol. 3, No. 1

Table 1. Potential data domains to provide a foundation for a federated data ecosystem

Domain Example data sources Example opportunities Example challenges
Geospatial Census; neighborhood-level Expand inclusion of social and Privacy and confidentiality of
characteristics; land cover/ structural drivers of exposure PHI; aligning across varying
land use; personal sensors and health; development and levels of spatial and temporal
application of more advanced aggregation
exposure assessment tools
Omics Metabolomics; proteo- Characterize pathways linking Documentation and alignment
mics; genomics exposure and health; develop of processing pipelines; high-
new biomarkers of both expo- dimensionality; analysis and
sure and response transfer of large data, poten-
tial sensitivity to process-
ing parameters
Epidemiologic Questionnaire data; physical and  Expand reuse of existing cohorts;  Privacy and confidentiality of

Environmental monitoring
Administrative, clinical, medi-

cal records

Foodome and drugome

Toxicology and chemical

mental assessments; public
health monitoring

Ambient air pollution levels; wa-
ter quality; population-based
biomonitoring

Billing records; Electronic health
records; public health regis-
tries (e.g. CDC Wonder, SEER);
insurance claims

Nutritional composition of vari-
ous foods; chemical composi-
tion of various drugs; health
impact of various nutrients
and drug chemicals

Toxicology assays on in-vitro
and in-vivo systems; predic-
tions of toxicology; chemical
toxicology, biological, and
health-related annotations

provide data for analytic
methods development and
pooled projects

Consistent exposure assessment
across diverse areas

Efficient construction of large
study populations; increased
ability to investigate rare dis-
eases and outcomes

Enable studies of how diet and
drug can affect human health

Greater integration of toxicol-
ogy/chemical knowledge with
clinical knowledge sources; in-
corporation of predictive toxi-
cology with public health
planning and interventions

PHI, use of non-standard mea-
surement tools; lack of a com-
mon repository

Calibration across monitoring
networks; equity of monitor-
ing placement; data storage

Variability in data quality; pri-
vacy and confidentiality of phi;
variability in consents and use
agreements; alignment and
harmonization across systems

Linking nutrients and drugs to
metabolic pathways and vari-
ous diseases

Data standards for sharing; link-
age to clinical/biological data;
access to industry data

This is not an exhaustive list of resources and databases for exposomics.

Table 2. Key components of a federated data ecosystem for exposomics

Key components Data types Important use cases Description
Discovery catalogs UR,R Search Provide services for finding and
discovery of federated resour-
ces (data, tools, and cohorts)
Common Language UR,R All use cases Provides standards for commu-
nications between re-
source providers
Access & Rights R Pooled Analysis, Intelligence, Controlled access to federated
Cohort Discovery, Signatures, resources, including usage
AI/ML data sets rights and restrictions
Federated Analysis R Pooled Analysis, For analysis of sensitive data
Intelligence, Signatures in-place
Data Workbenches UR,R,L,S, C Pooled Analysis, Intelligence, Exposomics specific tools and

Signatures, AI/ML data sets

UR, unrestricted data; R, restricted access data; L, large scale data; S, streaming data; C, multidimensional, complex data.

systems for large and/or re-
stricted data

providing standardized geocoded addresses, will make it easier
for end users without creating an undue burden on data genera-
tors and repositories.

Access & rights

Controlled access to data is a foundational part of federated sys-
tems. This includes federated authorization and authentication
mechanisms as well as mechanisms for assigning permissions
and restricting access and rights based on data usage agreement
and consent agreements. Machine actionable data rights and

consents are needed to support efficiency and automation.
Tailoring evolving solutions in this space for adoption by re-
source providers and addressing challenges (e.g., providing com-
mon consent language for collecting and linking geospatial data
elements) should be a priority.

Federated Analysis

The ability to conduct cross-study analysis without moving sen-
sitive data opens the door to larger pooled data sets that can be
re-analyzed frequently as new studies are developed and new
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data collected. This not only supports new discoveries but can
promote cohort discovery, intelligence, and signature develop-
ment. The capability requires an agreement on protocols, lan-
guage, compatible tools, and sustained infrastructure. This is
especially important for the exposomics community given the re-
identification risk and misuse potential from external exposure
data coupled with the needs of precision exposomics to collect
high precision and frequent external exposure measures.’**°

Data workbenches

Exposomics data can include genomics, metabolomics, epige-
nomics, clinical, social, and environmental data. This presents
significant challenges to research groups that need access to
data, data type specific tools, expertise with tools, and the com-
pute infrastructure to work with the data. Often, data will have
to be provisioned in secure enclaves that disallow download of
data. The exposomics field will benefit from workbenches tai-
lored towards exposomics analysis concepts? that data providers
and aggregators can readily deploy at low costs (e.g., in cloud).

Data repositories and secure enclaves

While several domain-specific, general-purpose, and study/proj-
ect specific data repositories do exist, exposomics data is often
split between different repositories (e.g., genomic data in GEO,
metabolomics data in MetabolLights or Metabolomics
Workbench) and study data often resides in (often term-limited)
study-specific repositories. Additional repositories are needed to
provide for long-term management of exposomics study data
and to support the aggregation and linkage of data into AI/ML
ready data sets. Data repositories that house sensitive data often
provide a secure enclave that allows users to log into a virtual
computer to access data without the ability to remove the sensi-
tive data from the enclave. Dashboards that provide data analy-
sis and exploration capabilities while preventing the
downloading of the data may also be employed. Providing secure
enclaves alongside data repositories will serve to increase access
to sensitive data sets and will be important in expanding re-
search that includes sensitive elements such as occupation and
geo-coordinates.

Addressing the challenge of federation

Federation is known to be challenging®** as it requires coordi-

nation and agreement between different resource providers
along multiple dimensions. Providers must adopt common proto-
cols for communications between software systems; common
authentication and authorization mechanisms for controlling ac-
cess to and use of shared resources (including data use agree-
ments and consent agreements); common standards for data
and metadata, as well as common protocols for search, retrieval,
and cross-platform analysis.

Ensuring operations and maintenance of necessary federation
infrastructure is not easy. Computer and network failures can
hamper federated services and software typically needs to be
continuously updated for new requirements and to deal with
changing security issues. Migrating legacy systems and sustain-
ing the budget needed for continued operations is a challenge es-
pecially when time-limited funding mechanisms (e.g., grants) are
used and where federation goals go beyond the core mission of
the funded resources. For example, work to federate exposome
and omic data as part of the HELIX project®* was hampered by
mismatches between available server infrastructure and project
needs. Cloud resources can help in providing appropriate IT

resources as well as in addressing security requirements.
Recognizing the design and budget requirement on federation of
IT infrastructure will be important for success.

The diversity and breadth of the field of exposomics magnifies
these other challenges. Exposomics crosses multiple fields and
data types, each having their own standards and tools, which
can lead to numerous incompatibility issues and a need for inter-
operability across standards. Diverse fields such as medicine, en-
vironmental sciences, and geosciences do not frequently
collaborate, and different funding sources and priorities can
hamper such collaborations. The exposomics community is in-
ternational which brings challenges due to different policies and
laws, especially around privacy, as well as practical challenges in
coordination.

Federation, however, is not a one-size-fit-all concept and there
is flexibility in addressing these challenges. The US Government
Data Federation website (https://federation.data.gov/) defines a
data federation project as one “in which a common type of data
is collected or exchanged across complex, disparate organiza-
tional boundaries.” Data can be exchanged across organizational
boundaries without resolving issues of authentication, harmoni-
zation can be conducted after exchange of data or limited to data
where aggregation is prioritized, the use of application program-
ming interfaces (APIs) to automate data exchange can be gradu-
ally introduced, and the migration of legacy systems to conform
with data sharing protocols can be phased in over time. A data
federation that is responsive to both needs and opportunities can
be evolved through communities of practices that provide scien-
tific guidance, by data owners and repository directors who coor-
dinate efforts, by working groups that develop policies and
promote best practices, and by funding agencies who provide
funding for community processes, targeted investments in capa-
bilities development and operations, and for adoption of stand-
ards in scientific workflows.

Opportunities and approaches

The exposomics field can take advantage of previous and ongoing
investments from prior and existing data sharing efforts. For in-
stance, the NIH has recently invested in a common single sign-
on/multifactor authentication service, the Researcher Auth
Service (RAS). The long-term benefits in enabling cross-site auto-
mation and of easing the access burdens that researchers con-
front daily through the adoption of technology like RAS arguably
outweigh the short-term costs of adoption. Work under world-
wide organizations promoting data sharing, such as the Research
Data Alliance (RDA) and the Global Alliance for Genomics and
Health (GA4GH) are developing protocols, toolkits, and reference
implementation for needed capabilities like federated discovery,
machine readable consent and usage forms, and data usage
ontologies which the exposomics community can contribute to
and adopt. Open-source data catalog and data sharing platforms
(e.g., Molgenis, Gen3, DataVerse, OSF) can greatly lower costs of
deploying new catalogs and repositories and foster greater stan-
dardization through easy sharing of platform data/metadata
models. The recent development of secure data enclaves that
support large-scale studies, such as All of Us and the National
Covid Consortium (NC3), offer system architectures, design pat-
terns, and best practices for deploying new enclaves and in cases
specific technologies such as for privacy preserving record link-
age.>® The NIH funded Cloud Interoperability Program (NCIP),
which is focused on interoperability between data resources,
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provides methods, use cases, and solutions for the exposomics
community to build upon.

In the areas of common language and standards, traditional
medical and clinical standards such as the FHIR, Observational
Medical Outcomes Partnership (OMOP) Common Data Model,
and the Patient-Centered Outcomes Research Common Data
Model (PCOR-CDM) are already expanding to include more social
and environmental determinants of health. The Organization for
Economic Co-operation and Development (OECD) has developed
harmonized templates that exist in many areas of relevance.
Efforts like the European Human Exposome Network (EHEN)
metadata working group, the Environmental Health Language
Collaborative (EHLC), GO-FAIR, PhenX, NIH Common Data
Elements portal, and the NIEHS Disaster Research Response
Program (DR2) are disseminating and promoting standards and
working to address gaps using tools and frameworks such as
CEDAR Workbench®® and ISA-TAB.*” These efforts can be readily
leveraged to support the needs of the exposomics community.

Groups within the EHEN are developing technologies of inter-
est for an exposomics data federation, including a metadata cat-
alog built on the Molgenis platform® and the DataSHIELD
platform®® which enables analysis across federated data resour-
ces without moving the data from the secure environment of the
data provider. This last capability provides a pathway towards
broader privacy preserving federated analysis as demonstrated
in recent work.*® Industry interest in and use of privacy preserv-
ing federated learning and artificial intelligence (AI) has sparked
research and development in this field (see Torkzadehmahani
et al.** for recent review) that the exposomics field should seek
to adopt into practice.

Access to sensitive data is still hampered by a diversity of data
and the existing material transfer agreements, data use agree-
ments, and subject consent language around data sharing. There
are also needs for developing and adopting templates and the
use of forms that are machine readable and harmonizable. While
progress in these areas has been slow, the efforts like the
International HundredK+ Cohorts Consortium (IHCC) and
the GA4GH are seeking to advanced data access procedures that
apply across studies at an international level and that should be
applicable to exposomics studies. For instance, GA4GH has pro-
duced a toolkit for drafting machine-readable consent forms and
a data access committee review standards toolkit to promote
consistent review criteria and is actively working on improving
access under its Regulatory and Ethics Work Stream.

Research and development of natural language models and
their application for complex tasks such as text summarization,
question answering, and information extraction has undergone
tremendous steps forward in recent years, with large language
model technologies transitioning to mainstream use. The
approaches can be applied to federated systems to improve natu-
ral language search, translation of human language, translation
of language across scientific subdomains, provide summariza-
tion of resources managed across federated systems, as well as
to aid in producing informative visualizations such as evi-
dence maps.

Recommendations

The following recommendations can be grouped into two broad
categories. The items 1, 2, 3, 6, 7, and 10 focus on community and
coordination activities that will require leadership and support
from funders worldwide to foster as well as engagement from
scientists, data stewards, directors of data repositories, and data

scientists/informaticists to align and coordinate efforts. The
items 4, 5, 8, and 9 focus on the piloting, development, upgrading,
and maintenance of cyberinfrastructure to support the manage-
ment, sharing, and usage of data sets. Existing funding call, such
as the NIH funding for established Data Repositories and
Knowledgebases, will help to support these efforts although it is
likely that an additional support will be needed. Achieving these
ambitious goals also calls for coordinating the funding across
nations and individual federal agencies to maximize the return
on investment and reduce duplication.

1. Establish an exposome engineering task force. The Internet
Engineering Task Force (IETF) successfully operated a
community-driven international model for evolving
Internet protocols despite competing interests of partici-
pants. Adopting successful models such as IETF will help
with evolving a federation that is useful for the exposome
community and aligning efforts of organizations and stake-
holders worldwide. This effort should align with organiza-
tions like GA4GH and RDA that are advancing
interoperability protocols and technologies.

2. Establish an exposome Community of Practice (CoP). In addition
to a task force that can recommend protocols and techni-
cal approaches, a CoP would provide an important commu-
nications channel between data repositories, providers of
data services, tool builders, and users to communicate
with and share and promote approaches and align efforts.
Such communications are currently challenging as techni-
cal approaches are typically not documented in literature
and are instead often communicated by word-of-mouth,
which leads to silo’ing of approaches by communities and
based on physical distance. An Exposome CoP will be well
positioned to promote and advance a roadmap for federa-
tion, to topropose and promote driving use cases, and orga-
nize workgroups as useful to address topical topics.

3. Develop and maintain a library of research use cases. To fully
guide investments and priorities in federation, the develop-
ment and sharing of detailed scientific use cases with
needed data (and data levels) is needed. The development
of detailed use cases could be accomplished through
break-out or working group sessions as part of large work-
shops and conferences with sessions arranged by the CoP
to ensure researchers, data scientists, tool developers and
repository representatives are present.

4. Promote the adoption of core federation technologies among repos-
itories. Data repositories, data systems, and tools today will
need some amount of new engineering to support features
needed for federation, such as new application program-
ming interfaces (APIs), curation of data to support stand-
ards needed for federation, adoption of enabling
technologies like the NIH Researcher Auth Service (RAS)
and DataShield. Targeted and supplemental funding will
be needed to ensure capabilities for federation can
be developed.

5. Invest in piloting and adoption of approaches to mitigate privacy
and data restriction issues. Several approaches exist or have
been proposed to address issues that restrict access to hu-
man data, such as creating trusted third-party hosting
sites, use of machine-readable agreements to facilitate
aspects of the data access process, use of federated analy-
sis capabilities, use of secure multiparty computations
across different repositories, and generating computable-
encrypted data sets using homomorphic encryption. The
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exposome community should continue to discuss, pilot,
and adopt these approaches based on utility, coordinating
through groups such as the proposed Engineering Task
Force and CoP.

6. Establish  interoperability —and  competency  challenges:
Challenges are often used to assess and ensure technology
capabilities. This is especially important for federated sys-
tems given that coordination is required between distrib-
uted resources. Challenges also represent a way to assess
the success of targeted funding. Challenges can start
around limited use cases, such as the GA4GH notion of
beacons (‘identify all cohorts that have collected occupa-
tional history and spirometry measures’) and evolve to
more complex challenges.

7. Foster the development and adoption of cross-repository data and
metadata standards. Efforts exist across communities to de-
velop relevant standards, such as the EHEN metadata
working group, clinical standards working groups (e.g., for
FHIR, OMOP), and the Environmental Health Language
Collaborative (EHLC). Currently, these efforts are voluntary
with little recognition or funding support. Increasing the
funding, devoted time, and recognition for researchers in-
volved in such work will ensure this critical need is ade-
quately addressed.

8. Provide for sustained management and sharing of exposomics
data. All relevant exposomics data should be captured and
maintained in a set of federated data repositories that are
funded to be sustainable and able to meet FAIR and
TRUST*? principles and conform to the Desirable
Characteristics for All Data Repositories (NIH NOT-OD-
21-016).

9. Provide a data analysis platform and establish and maintain a li-
brary of data analysis tools. Data analysis platforms will al-
low the exposome researchers to conduct data analysis in
the cloud without having to download large amounts of
data onto their local machines or acquire and maintain ex-
pensive hardware. This practice will also protect the data
from being spread to many different machines, ensuring
the security and privacy of the data. One example of such a
data analysis platform is the Jupyter Notebook that the All
of Us program has adopted that enables researchers to di-
rectly write Python or R computer scripts for data analysis.
The federated data ecosystem can establish and maintain
a library of data analysis tools that the community has de-
veloped for the Jupyter Notebook environment so that
other researchers do not have to reinvent the wheel.
Accompanying this effort should be a well-written list and
description of such tools for the community to use.

10. Organize regular workshops and office hours. It will be impor-
tant to communicate with the exposure science commu-
nity about the federated data ecosystem and educate the
community about how to take advantage of the data
resources and data analysis tools that the ecosys-
tem provides.

Conclusion

Feedback from the 2023 exposomics workshop indicated a clear
community need for a federated exposomics data ecosystem.
While non-trivial challenges exist in creating this ecosystem,
new data sharing policies and work to build data sharing ecosys-
tems within the life sciences and other scientific communities
can provide a foundation for success and advance exposomics

research, if there is adequate support to enable an exposomics
community wide effort.
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